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[Embodiment of the Invention] Hereinafter, examples of the present 
invention are explained with reference to the drawings. 
Example 1 

A Procedure for issuing and embedding an ID of example 1 of the 
invention is shown in FIG. 1. In the procedure for issuing and 
embedding an ID, first, a contents provider device 100 sends a content 
210 which needs an ID to be issued, an ID issue request 220, and 
attribute information 230, such as the author, the price, and use 
conditions of the content, to an ID issue center device 300 via a 
network 200. The ID issue request 220 also includes type information 
of a real digital watermark, which will be described later. Then, 
in the ID issue center device 300, a contents checking means 310 
checks whether or not the received content 210 has already been 
registered. This check is achieved, for example, by accessing a 
registered contents DB (not shown) via a network, and checking if 
there is a content similar to the content 210 using a similar image 
matching technique or by checking with human eyes on replayed 
contents, or by detecting whether or not meta-information, which 
will be described later, has already been embedded. If it is 
determined that the content 210 has already been registered, the 
process is stopped. If it is determined that the content 210 has 
not yet been registered, the content 210 is registered and new ID 
information is issued at an ID issuing means 320. The ID information 
to be issued is one which has not been issued before, and serves 
to uniquely identify the registration at this time. For example, 
the ID information is a serial number or a time stump (current time, 
date and year) . After the ID number has been issued, the ID number 
and the attribute information 230 sent from the contents provider 
device 100 are combined and are registered to the attribute 
information database 400 by an attribute information DB inputting 
means 330. The attribute information database 400 may be provided 
in the ID issue center device 3 00, or may be externally provided 
such as at a remote site (a remote location) on the network 200 and 
may be accessible by the ID issue center device 300. Then, in the 
ID issue center device 300, the ID number is embedded in the content 
210 by an ID embedding means 340 using a digital watermarking 
technique specified by the contents provider device 100. At this 
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time, not only the ID number but also the meta-information, which 
is acquired from a meta-inf ormation database 500 by using the real 
digital watermark as a search key, is embedded by using a meta-digital 
watermarking technique. Similarly to the attribute information 
database 400, the meta-information database 500 may be provided in 
the ID issue center device 300, or may be externally provided such 
as at a remote site on the network 200 and may be accessible by the 
ID issue center device 300. Finally, the ID issue center device 300 
returns an ID-embedded content 250 to the contents provider device 
100. The contents provider device 100 carries out the contents 
providing service using the ID-embedded content 250. The procedure 
of an ID embedding process carried out by the ID embedding means 
340 in the example 1 of the invention is shown in FIG. 2 . The content 
210, the real digital watermarking technique type information, the 
ID number and the meta-information are inputted to the ID embedding 
means 340, and the ID embedding means 340 outputs the ID-embedded 
content 250. First, the meta-information is acquired from the 
meta-information database 500 by using the real digital watermarking 
technique type information as a key (SI) . Then, the ID number is 
embedded in the content 210 using the real digital watermarking 
technique specified by the real digital watermarking technique type 
information (S2) . Further, the meta-information is embedded in the 
content 210 using the meta-digital watermarking technique (S3) . 
Either of the operations for embedding the real digital watermark 
and for embedding the meta-digital watermark may be carried out first . 
The meta-digital watermarking technique is selected such that the 
meta-digital watermarking technique interferes little with all the 
real digital watermarking techniques registered in the 
meta-information database 500, that is, which influences little on 
detection of both of information embedded by the meta-digital 
watermarking and the real digital watermarking. Finally, the 
ID-embedded content 250 obtained through the above-described 
operations is outputted (S4) . 

[0010] First, the attribute information providing center device 700 
attempts to detect the meta-information from the content 250 (SI) . 
If the detection is not successful, the process is stopped with a 
determination that "It is not an ID-embedded content" (S2) . If the 
meta-information is detected, the real digital watermarking 
technique corresponding to the meta-information detected using the 
meta-information database 500 is identified, and the identified real 
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digital watermarking technique is used to detect the ID information 
from the content 250 (S3) . if the detection is not successful, the 
process is stopped with a determination that "Although an ID is 
embedded, the value thereof cannot be detected" (S4) . If the ID 
information is detected, the attribute information is acquired from 
the attribute information database 400 using the ID information, 
and the attribute information is presented to the contents user 
device 600 which has required the attribute information (S5) . 
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Abstract of JP2002016781 

PROBLEM TO BE SOLVED: To provide a 
contents management system that can simply 
manage contents in which ID information is 
imbedded by various real electronic watermark 
methods. SOLUTION: A center 800 allows 
each provider 100 to serve contents that is 
open onto a network 200 together with its 
location information, detects meta information 
from the acquired contents by using a common 
meta watermark method, obtains a real 
watermark method by referring to a meta 
information database 500 on the basis of the 
meta information, detects ID information from 
the contents by using the real watermark 
method and stores the ID information and the 
location information in pairs to a log database 
810. The method can retrieve the illegally 
distributed contents. 
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H)lfiflaj2 

[0016] ^^H^HJt«2^i3(t-6RttfllfBfttt 

■fey^^S7 oo^a<7)^)i5-B8^-r„ H5{:^ 
?■■» * wtr *> & . y 8oo 

1 ) . tttfi-C* ^W-^-X5 

0 0 JcMiSnT ^*SWm*U5tt«HW»6JB3C 
JHvvC I D 4 < S 6 ) . £T<0H*^ 

xym*'t>±-t& ( s 2 > . *4mt : Fa6»t*«T i 

fc I DflHH*fflv^«ttflH8T-^'<~^4 0 0*^K 

[0 0 17] Xf77S lT^^flWRStftWtfc*-^ 
SSSti 0 5 fc* L i: 6 . £lfcffl 2 fc tJ ft 

§3>f> «y ^si8oo <mm^m& m 9 

[0 0 18] ayf^SfS-fei'^ilSOOIl 4-f 
ay^yyiayr-yymmm^^n^-th (Si). 

'yBf£flWBfcR»*fc»*. MitfURL (Uniform Reso 
urce Locator) Oj: o&ffifB-C&S. &t3>"7 i >"yj&> 

6^^flH8<^aj*:«*4 <S2) . ^^mmmwc 
*8co«saj^M^-g> (S7) . i^arc 

■c«*a**T"f«. (S3) . htm^^m^L^mx 

1 D«#£l*tHLfc*aii. xf77S6i:»0. r I 

Affile J; S I DffifMJWjJlfflJifrfcSrU. 
[0 0 19] XT"yrS2T^^flHllfc«iaitfc*^ 

jaa<o»i{iH 7 iz^ LJt t>« fc hur-c* h . <r <osat 

LT^tti LT Li 0 ) #*3S I Dt«B*«iaj 



y*mmv-VA<mmmM&tf$\±.*t& . 

1 fcHtfcwc**. 

[0020] 2St»H3 fctHtS* ^fflf^S-f-^^-X 5 

0 0 COm&MZm 1 0 fcjjrf. i cr)^cr,j( fflffl?- 

^-^5 0 0)1, ^ 1000 tzftLmm'T-mfr 
h . mmm 3 iz&vz m&mmmm* y mm 1 0 0 <n 
h« m5km%mn. ATvTsixxfffiwzmm 

Lfc*£, HI 0lz^lfz*?mm : f-?'<--A5 0 0 

zm^x. mmm* ?ttmt,ztt&-t&%&=mfrLji 
tte** (S3'> . m^i-Mfr L-ftmmn^xtn^m 

X-mtiiX -S =5r*»o^^(iia 5 k laHtCXT 1 •/ 7° S 4 (c 
Xf77S5(I#ot. iWBKBtfelDfll 

[0021] se*0'J3tfc(t-i»3>-xy > y^5it-fe>^^ 
«8 o o<?>9m<r>m8tem 1 2 t^-r. H7 (c^l^m 

h> mikWZhtkte. xfv7S2W^1IHI*«Kli 
^ff$Sr-^^-X 5 0 0*^WJK-TI.^^^L* 

mzmzm^x?y7-yv25 0frt>\ Dtuw^ai* 

K»i (S4' ) . **m*L*i£W<>>£T«o:fr&-c 

1 D tt$g*<«taiT-^ =5r^o ^J»^{ix-r ?7S 5(cf^o 
tia7i:|aI«WI^ LTSjrrU HHETa^L^SP 

[0022] z<r>m/msx\t. lmjfffimznL 

i:WttttM'-l«*7<0RI«t:*>4feft, ^i?t»«$rj; 
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ft. 

mmw4 

t o o 2 3 3 mi&m4izMi&Rmitmiim±>? ! m 

7 0 0c?)J!ia<7)^|iiSrHl 3C^U H8&tfHl lb 

ft. o^OSttt»$S«tt-fe>^Sia7 0 0«i, Xf77 
s l t k ^^flMH*«iaj"C'&'Sr*»ofc*^-l±^-7 i -v7-s 6 

ftTUft£T<D£*^*>L:^£^*>&IIB&fflVvt 
f«yTS3'^o-Ciai 0<0^^flN8T-^<-XSr 
AR&fflwc. ^V"fvvfrL> I DfltfBtf>«ttH*K»*. 

[0024] mmAiztitt&^y^svym^ytm 

S8 0 O<O«yi«7)^J«^01 4tC^U H9St/012 

ffigT-^-x 5 o o^ij$n-cc^^T^n«^ 

ft. OT<?)®a(±H9^*^J:[iI«-C'$>ft. Xf^vTS 
1 T j< ?tit$8£tfttij t7t%^«iXf" 77S4' Cfit 

0 0*^ttJK^ftl6t*>L;frffif*£#JgU 

1 Dfi||BcO«taj*sS^ft. JSlTiOJMUiHl 2 k 

[00 25] i C7)^M«4 Tli, HMW 3 X * 

Ltf>Wtt3§tfki RISK . X 9m&mtt£&8k 

ifc%&iz±x comitrmfrLijmzm^x i D&ft£ 

|6j±-tft. 

1 fcHtt,<0T*i. 

[0 0 2 6] %)|0| 5 Kfc It ft * *t»$8x- X 5 

-mx?mw mx-ii 'l' ) i-grcem** 



i5(tftJKtttfffgii«-fey^ 7 0 cxwmco^m&m 1 6 
c^u m 5 fynmrnxT y y£ nfothAT-v nzm 

-U^zmx h ft . Uttffi fl&tt* y^!7 0 0 

f-^^-X 5 0 0(c£&2ilT^ft£T<7)|gVm^ 
L#«6**iWHvvc, 3Vfyy*>6 1 Dfliwwiaai* 
K*ft. ^tcoHm^^L^rfeSrffl^Tt I Dffi$8£ 

*»L*ffico*<04fit*» 1 ocWST' I DflH8*«Kil Lfc 

?<-*4 0 0*^«ttfflfB£JK#LT. Cti^Jgttff 
fR£g*L£rjyxy < y*OT*i£«£«^ft. I Dflf 

***tart-ft * « mzit>mm.\mm*Lx\,^yti 

[0027] mkM5iz&»&a yryvmx&yfgi 

BcojailcO^JiISria 1 7fcjj*U @7ff<05!!UlX-fyy 
kIM— «Xx-yT(C{±I3|— ifi^-S:#(tT*)ft. 3>f> 
•y&SH-te y ?£IK8 0 0 ItXf v 7 S 2 T'A# t Jt 3 y 

r-yvfr^xfumzmtn l mi5\,z^-rx? 

IffliT-fK-XSO 0 *lT l^ft £T cr>£^ 

mfrtumzmftm^x . xyryyfrt, 1 DflHRcol* 
ffi*K»4. ^Tc^Sim^ji^t^ftSrfflv^Tt I Dflf 
***ajT#«r*»-jfc«^U, Xf77S5C»0< H 

mt7t*g-ii, xf77S6i^-)t r 1 Dmmmta^. 
$)} . taaj 1 duhmsjv 3 y^y^mwm^m 

[0 0 2 8] ^coHMWTii. low^^ttML^ 
T^H^^L^r^fJOSt^ixTv^ft. -r^*> 
^<^ffi$B<± r^^tf^_^<_^tc^$^-c^ftll 

v^ftj ii:t*4>*)-r79^flHlli:*4. inCiO* 
S4«l^llJ«^3lcit^, ^^t»fg^ffl|gftSrffl<-rft 

* j: "jiwtfcrafjatfi k*^* . w&mmm- 1* 
-fft. 

SISftW6 

1 trcitfcorc&i. 

[0029] HMCT6 tfc(tftS14ffi?gffi«-by^^S 
7OO«JOiacO#|iBS:01 8t^L. 05tfO«^|X-r>y 
rt n-x^ «y rt:«H-<oiE**ftttT* ft . Sttffi 
?Stltt-by^^lS7 0 0X-«, x*rvy°sixx9fflk 
$rm&Lti%r&. mmUzX^mniyvizNm (Mi* 
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(S8)„ wxoizixxfttmmmmmm-t&fr 
®&itz*?mmzux^&mm (®&*i?tfmtfi o 

0 0#&^ ffiRlfl 0 0 lS&i:") £^<-r>frmtbX 

[0 0 3 0] {Xti=li:fC (S9) , i=l*>£>Nit"C9 
ZilZ^^xmizMTcO^imifo . 

1. X i *m^xm3cr>*?ift®rr--9K.-X5 0 0#> 

L*^^aj*J82rfflV^-Ca>'f->- > y2 5 0*>£>cD I D 

imnmmzmn-h (sio). 

2. i D-tsfR^WL^^. ziizm^xm&fnm? 
-?<-xi)>t>m,'mmitymLx, zti^m^mm^ 

IfLf;3yfy7fiJffiI(:ll*tl. (S5) . 

3. i D«?B£fta}-e£3ra>o*;ia£\ i^n^h: <s 
ID. \*4y?V*>hLX±Mi (xfyTSi 
o ) ommzmh ( s 1 2 ) . ^to i Kowt±i2 

1.-3. Srfio/ttSS. I DflHfc&qfciBTS&a^fc 

[0031] mmM6< l zMf&a>T->vim*>?m 

18 0 0«M^«JI1 9(C^U 07 

^yy&St-fc^JiSSOOicfc^T. 

X\ \^Ltz3>*r>Vfrt>X?mmzmiiilKi%ii. 

0 1 8 +«xf y rs 8 1 mmizmmnwmwm^m 
co*<?)* ?immm&jt&Mb mmz , ^ ?flniHHf 

J([Xi],(i-l,-.N)*4lW6 (S9) . 
[0 0 3 2] &fci=li:LT (S10) . i-l*>^N* 

x'co&iiz^xmtzaT<v£m*fto . 

1. X i 5rffl^T03(7)^^tilf87 ; -5"<.-X5O 0*» 

«Bfj*a»* ( s 1 1 ) . 

2. I Dflf*t«|fflLfc«#. ^<y7"S6K»0. 

r I DflWMMuauSj . fcffiL£ I DflWRfcitfa^-r 

v-yjJhM«R*iftHttS*i: ixmij-tz, 

[0 0 3 3] 3. I DflBRfclfttilT&fca^fc*^ i 

sN^^if (si 2) . i^-f yrvjybtximi 

(XJ-vTS 1 1 ) ( S 1 3 ) . ±X<F>\ 

(CowcJJBl. ~3. (SI 1~S1 3) £ff->rt:*S 
JR. I DflMR*««|ffi"C#«:*»ofc«^. Xf77S5l: 

mm&mt vxmut* ^mcoayT-yviz-ouxnm 
m&&i-t&. ?>7-yvum-t>?&w.8oox'H±. 
nzcvmmzm\fo&\Mmmx'M9¥n%\<K *vbv- 



9 2 o o±c7)a yf^ySft^a l o o o 

55:fro/f-^^-x8 1 OlzffifZti^ dtfoo^ 

cOSWW 6 T(±^ ^««W)«im3&«»-> T v ^ t . 
*?ttW<7)m*)JTC0ftmzHrhitX. ZCDX ?tiffllz& 

^mmtiK* mmimmm^x . z^ms^vm 
v^wfm^L<r>mtaim^ z 1 c ± . nsi^j2 

z&m&mMnt. mmmeiz&^xxftmzm 

tiiLtim^z. Z<n*?mmzi5:\,> «Hfc) *?flf$8fl 
«5'J^aiK-rS. 01 8if>W7rS8, 01 9*C9 

[ o o 3 4 ] m 1 8co«ttflHB8yi*jiH3 itfla 1 9 *> 

*-t^t LTlfctfRl (4>tt&8t, /WHft. 

r-r * it* )vm&<r&mmmnt^<nmLmm\zii 

^-yTKv^A, SCI S' 97-26B , 1997 ) \Z7^tX^\,Z, 

v^-rv^fcflo&t*. mm^^fli* (x) 

S„ 

1. *lilJ<^fll«X*»6 (Si). 

88 (X) *^Nffli-C^^iJ2r^^tfl8««?iJ (X 

i > ,(i=i, N)t-r& (S2). zcomnmx- 
a. ®\x* tfflk ( x ) *cREW*i*fciit:„ hiso** 
±tX^^t^l^ti^>cox\ xfr^^yyWMlfi'b 

ttmmtimx'b&wtim^, x^xxrnTm* 

L<vmiiitf$>£')jEmX'%<Xi> I DflHRfcSMtfKl* 

3 yx^y^f^-b'xcoif «*ltt«**>'r*]±-t4 . 

*B«l*jBS?-t4» 018rfmf77S8, 01 9 f <0 
[0036] Hi 8c7)Htt'tf^©a#)«feJ:tA'a 1 9 CO 

ay^y^mmammm^co^ ?mmmffin±tftmM. 
: ^"F&fruz&nwmm ■ «ojr 
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SClS'99-W3-2. I.pp. 193-198, 19 
99) ^^tS$RS-^>^ (flUBTT/i^ 

r^y h-A^-fo^t') «(cSi6&^/tfcai-t£ J: ? 

[0037] zzx\ * ?ttwmm\*km$mt ltih 

(SI). 

2. ttrnfmrtoh^xcnm. m&muz^x 

?ij <x i i ,(i =i, wt-ts (S2)„ zcomm 
mxit. ®ft*?ttm (x) *^je«^b#{c{±^>^ 

t & 0 . JRttflHHitt-9-- t'*t> i Vr? yf > >y 

a^-tx«««jifta^*«i<*i±-r4. .taut i d 

?mmi.%i\?1x a yt° >)7o/7/,£»r 
$«4£fcKJ:oTfc«i63-tl:4£i:j& t T-&4. HTfc 

[0 0 38] H2 2« I Dffiiiff 3>f yy«B6I 
tfO^-COCTSr^. CPU 3 5 1*V*U 3 52rt«/n 

Rt/m^m^t^m^mt *ss»i*3 5 3izx%m 
r h v x% t'&mmm 354 ^*sw l , -?-?)fa«as 3 5 

7<u£mft't&zbi l z£<oft^\ ?mLx\^^mi* 

ii» ^*U3 5 6rt«ID»fi 1 7 , Oi? r 5A«rSltfLTI 
DflH8£«frU ClWIDflliS, IEft«3 5 4rt^)3 

iO«m^W*^SrfflV vc . * * U 3 5 7 flCD I D«#) 

[00 39] iJt. ld«gP3 5 4F*J«*^3^L*&<7) 
^BiilCjrO. ^^ffl#T-^<-X5 0 0Sr«l§gtT*f 

I Dtt^atfj&iftfcay-r^yfciiSftSPS 5 3 J: 

m>3 5 4fo<r>3>*r>vi<zm-&9m\t. Ettas 3 5 



|b|8!^£ t EttiPrt^a yfyycitLiisif 

[ 0 0 4 0 ] H2 3BKttWHIt3 »y«3»» 
Zijk-t. CPU 7 1 0*^t "J 7 2 0f*Itf0roi/7^5r 

^ti:*»«*HBa3» 7 3 0 t . *<nay? 

S*^TKWX£££Ktt*74 0fc«||!lU * 

oiett^7 4 0rt«3^f-yy*^, ^^tlffi^ttj 

Sr. ;><^U 7 5 0l%^;rf?tt$ft^i^Tu^7A£^^rt 
S£fc^^ c fc9^Tt\ *^WLfc**11Wlte 

yt'J 7 6 0|*|<DI DflHB«IWro^5^t||tT L/C, 
12ttSB7 4 0f*iorjyT-y>y*>A, I DflHR*ttaj-t*. 
-e^fcffiUfc I DfifSJlcJ; *9JStttffBr-^^-X4 0 

tzmffimzmt7te>Mmjmw.6 o o^}i§figi$7 3 
oiOiMfi-rs. 

[0 04 1 ] H24tc3>"7 s -y'y«BMP®S«t3icr. 
c p u 8 2 0 a*** y 8 3 0 rt©m/?i Srfga^f 

LT, ^S^f*:S:«S«6?-li:-g.. 84 OrtO 

vfyyifttgli ooc -?-(7)#3>-f >>yco^« 

l o o *»4,<03 yxy^sy^-^HfrftffifgSr^fi 
gP8 5 Ofcrgfi-TS t . Zcoayr-yvRX/mtttim* 
aBtt*8 6 0tCV^fcX^«ttL. >t'J8 7 0rt^^ 
tffS^mrn^^A^Uff-t-g. £ i: tc± 0IEtta58 6 0 
ftcoayT-yvfrkJftifflZmiUV. Zn&XLfz* 

?tfmiziio*?tfm7~?<-x5oo£#ffiix. 
*t&r&m* : ?&}>i,ism*jm t . * * u s 8 o ^ 

Jflvvc, H^LT, EttSB8 6 0 rtoayf vyi't I 
Dfl|«ft«im-t6. £<0«JiULfcIDtt*fc. Kttg|58 
6 0 rtcOF/rfiEtPSS-ffl i: tt vf'r-fK-x 8 1 0 rt 

[0 0 4 2 ] 02 2fci3VVC. 3Vfy7ftSTn^7 

7A(±CPU3 5 llciO^LTt^^* 5 , iix^co 

±0, BHU»-fr-Ct>J;vv, P«t023atfH24fc:ti 

[0043] 

nyfyyw^C^ ^H^^L^J: ot^fllfSA'L 
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T* I. . * fc » MM 6 . HJfcpiJ 7 J; IX 8 TSe^fc^ 
~5Tc0^ s ^ ^"tffgi:Sl^^t*fe* { l*t 1 T 

[01 3 CO«WKJ:& I DflWIBIff^MfeOTtffl 

[03 3 01 ttwO-X^flWRr-*"*-* 5 0 0<032«M 

£Srt0<. 

[04 ] iO«ffl^WtWl CiilMiflHIHtflWrfta* 
[05 ] 04 +o«ttfff8«tt-by^^B7 o o^Ma 
[06] ioSKBosatWlfciSa^wSBR^rffi 
[07 ] 06*c7)3y-f yyflSfcHry^JHSOOcDjyt 



[08] icO^<oHSSW2^J:S«1±tff«ffitt-b^^ 

[09] mm2i,z£&ayT>vmi*y?mw<m 

[010] ^ <mmcommm 3 c jbv * * ahht-* 
^ 5 o oco!eti0!i£iK-f 0. 

[011] WtM3t:J:4llttfll«Jt9MrV^SSaiO» 
[01 2] **«3t:J:*3y'ry > yfl8(»-fe>'^««<»5 

[013] zco&w<ommM4i / z£&m&ttwmm-t> 

[014] mm4lzJ:Z>a>T-y>yM'M-t>?mWn 
[015] £*>*^SmW5Kffl^***flWB { -*' 

<-xcoi2«w^^-r0. 

[016] HMW 5(cj;-6 JRtt flTf8fll«-b v *iSItf>H!i 

[017] mmM5iz£&ziy7->vmm*>?Mwn 

[ 0 1 8 ] £ offtlioggtffl 6 £ J: £ EttfitffiStt-fc y 
[019] *WJ6(c e J:6nyf-y > y^-fe>^SS^ 

[02o]0is,0i9 *cr>* ?mwmmm±mm 
[021] 0i8» mi9#0>*fmHmm&tiUTm 
[0223 ivmmft3y*ryvwmmz^yv* 

[02 33 KttflWHI«3y7 i >'y«Bai*n>tj«. 
[02 4 3 3yf>7^fIgS^3yh- A -^i;J: 
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